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£.0. 12355: OSCUOADR 
TAOS: EPET, PTER, ECON, CO 

SUBJECT: OIL SECTOR UNDER SEVERE GUERRILLA ATTACK 

REFS: tt) BOGOTA 809, TBI BOGOTA 7J1, B) BOGOTA S2J, 
(CI 17 BOGOTA lt-338, <W 17 B060TA LS74S 



1. OH JANUARY 28, 



MAJOR US PETROtEUM 



COMPANIES OPERATING IN COLOMBIA EXPRESSED CRAVE CONCERN 
ABOUT UNPRECEDENTED ESCALATION Of GUERRILLA ATTACKS ON 
OIL SECTOR PRODUCT ION, TRANSPORT AND REFINERY, AND 
EXPLORATION OPERATIONS. OF NOTE IN THE CURRENT ATTACKS 
ARE IKE FIRST E VER DESTRUCTION OF A DRILL INJ LRI6, AND 
THE TOTAL PARaCVTaTION OF THE CANpJ^LJMHOTEjMTJOaS. 
THE GROUP BELIEVES THE^TKrTlTaTe!^ 
AMONG VARIOUS GROUpTanO. IS.OESJGNEJJO OESTtBUJZE 
COloWfifTRIORJOJHE NA^_NAJ«)RAL^Ejj^ip«/' - 10 US ' " 

the companies falted the government for its weak 
response to this serious crisis. on january 21, the 
companies we understand dib have a good meeting with 

ENERGY MINISTER PERRY AND CARE AWAY FEELING THE 
GOVERNMENT Vltt TAKE ACTION. IN SEPARATE MEETINGS, 

/ rtfllD EIHOFf 

THAT THEY FEEL THE SECURITY SITUATION IN THE OIL SECTOR 
HAS DETERIORATED MARKEDLY AND THAT ACTIONS OF GUERRILLA 
GROUPS ARE COORDINATED. END SUMMARY. 

CURRENT PROBLEMS 



7. CHARGE, 
MET VITHl 



ACTING PCM SPIILANE, AND ECON OFFICER LEHAY 



TOGETHER THESE COMPANIES REPRESENT TflE BULK OF US 

■ HVFSTMFMT tff THF CMQTlBtftll Qlt SECTOHA , ..J 
I I ALL FEEL THE SECURITY SITUAT ON F CINQ THE 

Oil SECTOR HAS DETERIORATED MARKEDLY DURING THE LAST 
SEVERAL WEEKS AS NAS THE SECURITY SITUATION IN COLOMBIA 
IN GENERAL. THEY BELIEVE THEIR OPERATIONS IN COLOMBIA 
ARE UNDER SIGNIFICANT GUERRILLA THREAT ANO THAT THE GOC 
IS NOT REACTING TO THE PROBLEM WITH SUFFICIENT VIGOR. 
THEY NOTED THAT TNE GUERRILLAS WERE NOT SEEKING TO 
tXTcjTJHEH^T jjrfO THE ATTACKS AS THEY KAD IN THE PAST^ 

GUERRILLA EFFORT COORDINATED 



SAID THE COMPANIES FEAR THE GUERRILLA 
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BOGOTA 10 

INCLUDING THE EJERCITO NATIONAL OE LlBERAClON IELNI, THE 
EJERC POPULAR OE LlBERAClON IEPH, AND THE FUER2A3 
ARMADAS SEYOlUCICNAAIC COLORE-) ANO If ARC). ATTACKS ARE 
TAKING PLACE All ALONG THE PIPELINE (E.G. ANYWHEF.E FROM 
A I IOMETER ID NEAR THE FIELD, TO KILOMETER 4S> NEAR 
COVENASI AND IN DIFFERENT AREAS OF THE COUNTRY VIRTUAUY 
SIHULIAN-OUSLY. I t XPLAIHEC 
THAT ATTACKS WERE TAKING PLACE IN f ARC AREAS, ELK AREAS 
AND EPl AREAS AT IKE SAME TIME. AIL AGREED THAT THE 
06S.01NAUD NATURE Of OIL SECTOR ATTACKS INDICATES THE 
GUERRILLAS HAVE_5 tCI PEP JO WORN TOiETHER T0_ OESJWIJ 2E__ 
C0TOMBI»ii"pOllTICS PRIOR TO" THE* FsTCR MAYORAL ELECTIONS. 



ARAS29J 



4. AID THAT ATTACKS IN ARAUCA ARE A CASE IN 
POINTS — TirrUMlOM PATRIOTICA IS STRCNG IN ASAUCA ANO IN 
A POSITION TO BENEFIT FRCN ROYALTY RAIMENTS FROM THE 
CANON 1 1 HON OPERATIONS. IKE UP ST9KDS TO LOSE POLITICAL 
CLOUT AS IIS RESOURCE BASE IS DIMINISHED BY THE 
ATTACKS. . TH E FACT T HAT THE ATIACKS ARE TAKING PLACE 
INDICATES T0 | | THAT THE FARC HAS, AT A MINIMUM. 
BLESSED ELN OPERttlflKS IF. IT IS NOT ACTIVELY 

PARTICIPATING. ]. POINTED OUT THAT THE BP RIG 

DESTROYED BY IKE ELN WAS OEEP IN FASC TERRITORY (SEE 
BOGOTA 7913 . ELN PROPAGANDA LEFT AT THE SITE CONTAINS 
AN ELN THREAT TO 

CLOSE DOWN AIL FOREIGN OIL SECTOR 

OPERATIONS IN COLOMBIA AND TO KEEP CAtIO M LIHON OIL IN 
IKE GROUND. 

ATTACKS ON OCCIDENTAL OPERATIONS 

5. OCCIDENTAL PETROLEUM IN PARTICULAR HAS BEEN HARD HIT 
BY THE ATTACKS, SINCE JANUARY 12, THE CANON LIMON- 
COVENAS (CLC! PIPELINE NAS BEEN BLOWN UP AT LEAST 12 
TIMES. THE LINE HAS BEEN CLOSED SINCE THE FIRST ATTACK, 
BUT IS SUPPOSED TO REOPEN JANUARY 21. TE NOf THE 
AT TACKS HAVE BROKEN THE LIN E, jMTHJ_C AUS I NG SEVERE- 
DENTS. NOT ONLY IS THE PIPELINE BEING BLOWN UP FASTER 
THMUT CAN BE REPAIRED, BUT EXPORTS WERE STOPPED, ?N0 
PRODUCTION AT THE FIELD WAS SHUT DOWN. THU.ISjTHt 
FIRST TIME, OESPITE SUSTAI^NJ_AJBWS.t0J!J:W0JLEAR|, 
INjn&^ffffil'TfirMD TO .SUSPEH0..EXPJ3lIS_FJtaiULHE 
COVENAS TTR!UNAT"A«II STOP PRODUCTION AT THE FIELD 
ITS^^ECTLHnH'rP^ CARTAGENA 
REfTRTRY, IT IS POSSIBLE THAT THE GOC Will NAVE TO 
IMPORT BOTH CRUDE Oil AND GASOLINE If IT IS TO MEET 
NORTH COAST DEMAND fOR PETROLEUM PROOUCTS. . 
FMKII inNHFNTAL DAMAGE IN SOME AREAS IS REPORTED TO BE 
VERY SERIOUS. 

— — ■ 

t. | | FEL T THAI GUERRILLA TACTICS HAD IMPROVED 

SOMEWHAT AS VEIL. MOR E ATTAC KS WERE R» WTJJ^INJBJEAKS 
IN THE PIPELINE RATHER^tTTJOEffiS^" OUrTnC 1386 
AH0T?T77"f^TmACKS"RESUtTE0 IN DENTS. THE EXPLOSIVE 'IF 
CHOICE REMAINS DYNAMITE, MAINL Y BECAUSE THE GUERRILLAS 
APPEAR TO HAVE LARGE STOCKS. | | NOTED THAT IN ONE 

ATTACK OH A CEMENT FACTORY NEAR MEDELL IN (SEE »7 BOGOTA 
ltJ3BI. THE GUERRILLAS WALKEO AWAY WITH 4O0B POUNDS OF 
DYNAMITE FROM A TOTAL STOCK OF 18,888 POUNDS. 

ECONOMIC IMPLICATIONS OF ATIACKS 

7. TNE ATTACKS HAVE SERIOUS ECONOMIC IMPLICATIONS. OF 
A TOTAL Oil PIPELINE TRANSPORT CAPACITY OF 4(8,888 BPO. 
THERE ARE CURRENTLY ONLY 58,880 BPS FLOWING. THIS RATE 
Of FLOW, COUPLED VI TH HIGH STOCNS OF IOIH CRUDE ANO 
PRODUCIS, WILL KEEP CENTRAL COLOMBIA SUPPLIED FOR TNE 
NEAR FUTURE BUT NO! MUCH NORE. THE SITUAllDN ON TNE 
NORTH COAST IS MORE PRECARIOUS, WITH STOCKS APPARENTLY 
BEING OEPLETED. If THE GUERRILLAS CONTINUE TO ATTACK 



B6 



B6 



B6 
B6 



B6 



B6 



B6 

B6 

B6 
B6 



CONFIDENTIAL T 

^UNCLASSIFIED 



9/0 
6>x 



B6 



UNCLASSIFIED 
CONFIDENTIAL 

Department' of State 



PACE 03 OF 93 BOGOTA li Of 04 23M4JZ 1373 ARA5JJ3 

PRODUCT LINES, AS TH£V DID IK THE ATTACK IN THE 
6ARRAHCABERME.IA ARE* REFINERY (SEE 17 BOGOTA 157*9) , 
THE T COULD CfiE ft t E SEVERE SHORTAGES OF PETROLEUM PRODUCTS 

in Colombia's major cities within a hatter of about u 

OATS. If CTTJCKS ON fl'JLK Pli4*iTS TAKE PLACE 
SIMULTANEOUSLY, THE EFFECT WOULD BE SPEEDED. If THE 
REFINERIES *!;£ ATTACKED, THE COST OF IMPORTING PETROLEUM 
PRODUCTS WOULD EE ENORMOUS AKD WOULD HAVE DAMAGING 
EFFECTS ON CQLOKEtA'S BALANCE OF PAYMENTS ABO FORE ICR 
RESERVES. 

I. FOREI GN INVESTMENT Will PRO BABL Y BE HAS HED 6Y THE 
ONCOINi.ATJACKS.,, >s | | f DINTED OUT, IT IS Ha'Sd TO 

CONvTucFllS COSPCSATE HEiCC-'.-iSiESS THAT I.WESTM: >U IN 
COLOMBIA IS LIKELY TO PAY Off, ESPECIALLY IF YOL ! NEED TO 
B'JIlO A NEW PIPELINE OR INVEST IN EXPLORATION IN REMOTE 
AREAS. IN A MORE GENERAL SEKSE, ANT DETERIORATION Of 
THE SECURITY SITUATION WILL LEAD TO A DECLINE IN 
INVESTMENT FROM BDTK FOREIGN AND DOMESTIC SOURCES, 
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9. AFTER REVIEWING CURRENT PROBLEMS, THE DISCUSSION 
TURNED TO OTHER POTENTIAL EASY TARGETS WHOSE DESTRUCTION 
WOULD CAU SE SEVERE REGIONAL AKO/QR NATIONAL ECONOMIC 
PROBLEMS, I / 
\_ A POINTED TO T HE . NOR TM _ COAST n Hyjjfttt_.6AS 

PI PEL IRE HETWOHX HE SAID THAT ONE PIPELtJfE FEEDS ALL 
THE NORTH COAST ELECTRICAL PLANTS, If It IS DESTROYED 

ELECntlC^Y.^oT^HJXTEWEJDJERIOPi. DRILL IKS RIGS ARE 
AN0ThTr I "eaSY TARGET. THE DESTRUCTION Of THE BRITISH 
PETROLEUM RIG IS A NEW WRINKLE THAT CODES ILL FOR THE 
FUTURE. THAT ATTACK REPRESENTS THE FIRST TIME THAT THE 
GUERRILLAS HAVE DESTROYED A RIG AND IS SEEN BY THE 
COMPANY PRESIOENTS AS A MAJOR ESCALATION. 

IB, THE GOC'S LARGELY UNPROTECTED REFINERIES PRfJl ST 
ANOTHttJ^FailULJ.*ficET. ALTHOUGH USS-PROVI BED COURSES 
ON PIPELINE AND REFINERY SECURITY MADE THE LACK Of 
SECURITY CLEAR TO SENIOR ECOPETROL MANAGEMENT, LITTLE 
HAS BEEN OCNE TO CORRECT THE SITUATION. IF THE 
REFINERIES ARE DAMAGED OR OESTROYED, THE GOO WOULD EE 
FORCED TO IMPORT LARGE OUANTlTIES OF PETROLEUM PROOUCTS, 
PRINCIPALLY GASOLINE, AT NIGH COST TO THE ECONOMY, THE 
GUERRILLAS COULD ALSO ATTACK THE PRODUCT PIPELINES 
EXITING REFINERIES LEAVING MAJOR AREAS Of THE COUNTRY 
WITHOUT FUEL. FINALLY. THE BULK PRODUCT DISTRIBUTION 
CENTERS RUN BY ECOPETROL AND A NUMBER OF PRIVATE 
COMPANIES COULD BE ATTACHED. THEIR DESTRUCTION WOULO 
CAUSE REGIONAL FUEL SHORTAGES. 

GOC RESPONSE SEEN AS INADEQUATE 



II. THE COMPANY^ 



3 DD NOT SEE THE GOC'S 



RESPONSE TO THE CURRENT WAVE OF ATTACKS AS ADEQUATE. 
| I NOTEO THAT ALTHOUGH THE MILITARY PRESENCE IS 

HIGH ALONG THE CLE PIPELINE, THE TROOPS ARE NOT 
PATROLL ING AT NIGHT WHEN THE ATTACH* GENERALLY .TAKE 
PLACE. | 1 NOTED THAT THE MIL ITARY APPEARS 

UNWILLING TO TAKE THE FIGHT TO THE GUERRILLA UNTIL THEY 
FEEL TREY C*N WIN. THAT WILL NOT OCCUR UNTIL EQUIPMENT 
SHORTAGES ARE ALLEVIATED. I "1 
I RELIEVE THAT THE GOC HAS REIGNED IN THE MILITARY 
PRIOR TO THE MARCH ELECTIONS. REGARDLESS OF WHOSE POINT 
OF VIEW IS ACCEPTED, THE MILITARY IS NOT SEEN AS 
EFFECTIVE IN PURSUING AND PUNISHING THE GUERRILLA UNITS 
RESPONSIBLE FOR RECENT ATTACKS. 

ECOPETROL CONCERNS 



i:. THE MEETINGS WITH 
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SECTOR IN IBSS. KE EXPECTS THE ATTACKS TO CONTINUE, IF 
NOT TO WORSEN. ECOPETROL ALSO FACES LAMLNEG0TIA7IONS 
IN 1JSJ THAT WILL EE VERY DIFFICULT. I I FEELS THAT A 
NUM BER Of TriE_ S EKICS UTjlON LEADERS ' NO I .ONLY , 

GUERTllLA^SYMPArjIjSS J | 

BELIEVEsThE KILLING CF MANUEL GUSTAVO CHACOkTs'E; 
BOGOTA « p»l wes <7a 6fn flY T»iE LEFT IX CSCSR TO CREATE 

unrest. | | ;aio he fEU ckacc:i was a 

-SACRIFICIAL LAMS" USED TO START UNREST IN 
BARRAMC4EEF.ME.iA, BUT r.t Ai;0 i.OTtO THAT CHACON HIMSELF 
WAS KNOWN TC HAVE Ml N TIES. I | f VOiEO CRYPTICALLY 



THAT THE BARFAKCA5£SrE J S 



a rfiNra»_ rj-f UNDER UNION 

'HAT THE 

HOTEO 



HCTES THAT THE 
7T7£0.- I I I 



CONTROL CURING THE UfiREST. 
REFINERY HAS SIHCt BEEN ■MlTTTJT 
THAT ECOPETROL IS WORKING CLOSELY WITH THE MILITARY TO 
PROTECT THE PIPELINE. THE DIFFICULTY IS IKE LENGTH Of 
THE LINE. HE DOES NOT FEEL IACK OF EFFORT IS A PROBLEM. 

EMBASSY COMMENT 



13. THE RECENT WAVE OF GUERRILLA ATTACKS ON THE 
PETROLEUM SECTOR IS FAR WORSE THAN ANYTHING THAT HAS 
OCCURRED IN IKE PAST. DURING THE HEIGHT Of GUERRILLA 
ATTACKS CM THE CLC PIPELINE OURIHS 1386-7, THE LINE MAS 
GENERALLY NOT OOWN FOR MORE. THAN A FEW DAYS A MONTH, 
THE GUERRILLAS GENERALLY ALLOWED PUMPING TO BEGIN ONCE 
REPAIRS WERE COMPLETED ANO EXPORTS WERE NOT HARMED. 
CURRENTLY THE LINE IS CE IMG BROKEN AT A RATE FAR • 
EXCEEDING ABILITY TO RlrAIRIT. THAT ECOPETROL IS TODAY 
IN CHARGE Of REPAIRS PROBABLY DOES NOT MAKE MATTERS 
EASIER, BECAUSE ITS EXPERTISE DOES NOT EQUAL THAT Of 
OCCIDENTAL AND SHELL. 

14. THE POSSIBLE EFFECT OF LOST EXPORTS COL10 PLACE THE 
GOC IN A VERY DIFFICULT POSITION REGARDING ITS 
INVESTMENT AND SPENDING PLANS FOR 1MB. THE GOC KNOWS 
THAT IT DOES NOT HAVE EH OUCH RESOURCES (INCLUDING 
CONTRACTED FOREIGN DEIT1 TO FUND ITS ERADICATION Of 
POVERTY PLANS. THE GOC ASSUMED THAT IN ADDITION TD TAX 
ANO DEBT RESOURCES, IT WOULD RECEIVE SIGNIFICANT 
TRANSFERS f ROM ECOPETROL PROFITS FOR USE IN THE VARIOUS 
PLANS. ECOPETROL' S PROMTS COME LARGELY fROM CANON 
LIHON EXPORTS AS 00 A FAIR SHARE OF GOC EXPORT TAX 
EARNINGS. 
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It. LUCKILY WE ME NOT VET Al THE POINT WHERE THE'OOC 
V0U10 HAVE TO CHOOSE AN ALTERNATIVE DOMESTIC ECDH0H IC 
STRATEGY. ALTHOUGH THE PIPELIKf VAS CLOSED AND EXPORTS 
STOPPED, PIPELINE CAPACITY ALLOWS THE GOC TO (1AKE OP 
IOST EWOR1S-- UP TO A POINT. PRIOR TC THE ATTACKS THE 
LINE WAS CARRY I NO IBS.BRO IPO, HOST OF WHICH WAS 
EXPORTED. IN OOUAR TERMS, THIS REPRESENTS A DAILY LOSS 
Of ROUCHIY 3.1 RIUICN OOLLAIS, OR 18.5 MILLION IN 
EXPORT LOSSES SINCE TKE JANUARY U ATTACK. TOTAL 
PIPELINE CAPACITY IS ABOUT J5B,M« tPO, THE PRODUCTION 
LOST EACH DAY THE LINE IS OOWN TAKES * OAYS TO RECOVER. 
THE TANKER LOADING fACILITY AT COWEWAS, ASSUMING SKIPS 
ARE AVAHAtLE, COULD LOAD TWO' HAJ05 VESSELS AT A HUE AS 
A REAKS Of RECAPTURING LOST EXPORTS. If fKE 6UERRIILAS 
CAN KEEP THE PIPELINE DOWN OR NEARLY DOWN FOR 5-6 MONTHS 
Of THE YEAR, REAL EXPORTS ARE LOST BECAUSE DOWNTIME 
CANNOT BE MADE UP BY UTILIZING EXCESS CAPACITY. 
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